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Name Example URL Description Test
URL

Mature and Explicit Sites which could cause legal or liability issues

Abortions abortioncarenetwork.org Sites which refer to abortion, including "pro-life" and "pro-choice".

Academic Dishonesty www.ukessays.com Sites offering paid help and/or pre-written homework material for students

Adult Mixed Content www.urbandictionary.com Content which is primarily adult in nature, content such as bad language or adult jokes, but not pornography.

Alcohol and Tobacco www.guinness.com Sites pertaining to the use, sale, production and promotion of alcoholic drinks and tobacco (including e-cigarettes)

Child Abuse iwf.org.uk Child abuse keywords contributed by the IWF

Criminal Activity www.myfakeid.biz Sites providing either instruction or tools facilitating illegal activity, such as lock picking, fake IDs and fraud.

Drugs chronicguru.com Sites pertaining to the sale, manufacture, promotion or use of recreational and prescription drugs

Fireworks www.fireworks.us Purchase and manufacture of fireworks & pyrotechnic devices

Gambling www.888.com Sites providing gambling and gambling related services, casino's, sports betting etc..

Gore Sites describing or displaying gory content.

Hunting and Sporting www.thehuntinglife.com Hunting and target shooting weapons.

Inappropriate/Vulgar
Search Terms

https://
swearing.testfiltering.com/ Contains lists of Inappropriate/Vulgar/Swear words, only search terms, no content or URLs

Intimate Apparel and
Swimwear www.yummylook.com Sites which contain pictures of intimate, alluring, revealing attire or other types of suggestive clothing, such as lingerie and swimsuits.

Intolerance www.stormfront.org Sites related to or promoting intolerance of any kind

Marijuana leafly.com Information, tools, resources, and discussion regarding the use or cultivation of marijuana.

Nitrous Oxide creamchargers.co.uk Sites selling, manufacturing, or discussing the use of Nitrous Oxide

Nudity www.clothesfree.com Sites which contain nudity or promote a nudist lifestyle, which are not pornographic in nature

Pornography www.pornhub.com Sites dedicated to Pornographic content, whether audio/visual or textual

Self Harm www.sanctioned-suicide.net Sites relating to self-harm, suicide and eating disorders

Sexuality blog.swingtowns.com Content based primarily on sexuality which may be unsuitable for a younger audience.

Terrorism Sites provided by the Office of Security and Counter-Terrorism branch of the UK Home Office, containing pro-terrorism material

Unsafe AI Chat girlfriend.myanima.ai AI Chat tools which are unmoderated and/or allow for inappropriate content to be sent and received.

Violence www.hockeyfights.com Sites dedicated to violence, whether this is through sport or bullying

Weapons www.gunsite.com Sites discussing and/or selling of weapons, including firearms, blades, explosives and incendiaries.

Arts and Entertainment Entertainment, sport and online games

Cartoons and Manga www.tokyopop.com Graphic novels, Manga, Anime, and other illustrated works, excluding Hentai as this is Pornography
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Celebrity www.perezhilton.com Sites relating to any celebrity media, fan sites or news

Entertainment broadwayworld.com Sites which cover popular culture

Events www.skiddle.com Sites that promote and discuss live events e.g. live dramatic/theatrical productions and festivals

Humour and
Distractions www.ajokeaday.com Unproductive sites popular with children, that are often dedicated to humour, including jokes, video, amusing images and satire

Live Streaming www.livestream.com Domains and URLs that stream live video

Movies and Film www.imdb.com Movie sites, reviews and discussion

Music and Audio www.lyrics.com Sites that discuss, promote/market and distribute music. Including fan sites, lyrics sites, playlist sites, artist and musical subjects sites

Sports www.skysports.com/ Sites discussing or promoting any sport, including sports team homepages

Streaming Media www.vimeo.com Sites providing audio or video downloads or streaming

Business and
Government Businesses and organisations, including government and non-profits.

Agriculture masseyferguson.com Sites related to agriculture - Machinery, livestock, crops

Business www.abc.xyz Sites for businesses and commercial organisations, where the organisation provides paid for goods or services.

Charity and Non-profit www.christianaid.org.uk Charity and non-profit organisations

Cryptocurrency www.bitfinex.com Cryptocurrency websites

Financial Services www.hsbc.com Finance sites including investment advice, but not Online Banking portals

Government www.gov.uk Government websites and websites related to governmental organisations

Legal www.lawsociety.org.uk Lawyer/Solicitor/Barrister websites, law societies and sites whose whole theme is Law

Medical Information www.nhs.uk Sites containing content about health and medical matters

Military www.warhistoryonline.com Sites describing weapons of war, including those in a historical context.

Online Banking www.onlinebanking.natwest.com Sites providing online banking access, or online credit card management

Payday Loans www.cashasap.co.uk Online providers of "Payday Loans"; short term cash loans typically with very high rates of interest

Gaming

Educational Games mathgames.com Online games intended for learning and self improvement.

Game Stores and
Publishers www.playstation.com Sites for online game stores and game publishing companies.

Gaming Resources www.ign.com Sites related to computer games but not in browser playable games

Video Games www.miniclip.com Sites providing games that can be played in a browser

Information and
Reference Informational sites and reference materials

Academic Institutions www.harvard.edu Sites of schools, universities, colleges and other learning centres

AI Tools openai.com
General AI (AGI) tools are a set of software and technology that aims to simulate or replicate human-like intelligence across a wide range of tasks. These tools are designed to
be flexible, adaptable and able to learn and improve on their own. They can be used for autonomous vehicles, chatbots, and virtual assistants. Examples include machine
learning frameworks, NLP libraries and deep learning architectures.
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Books and Literature www.lrb.co.uk Sites selling, reviewing or discussing books or audio books in any format

Computing and
Electronics www.slashdot.org Sites related to computing but not games. e.g programming languages

Dictionaries and
Encyclopedias encyclopedia.com Reference material and Resources regarding general topics.

Education www.sparknotes.com Sites that provide materials and information that aid in learning

Environment climatecooling.org Information and studies related to living organisms and their natural habitat.

Image Search images.google.co.uk URLs used for image search

Knowledge Sharing www.wikihow.com How To, instructional and Q&A sites

Maps google.com/maps Sites which provide geographical mapping services including those that promote or provide opportunity for travel planning

Museums and Culture www.vam.ac.uk Sites that promote, exhibit, and/or display works of art or objects of historical and or cultural significance

News www.bbc.co.uk/news Sites whose primary aim is to present local, national, or international news, or news relating to a specific topic.

Politics labour.org.uk Sites belonging to a Political party or wholly political based sites

Recreation and Hobbies lovecrafts.com Outdoor activities, Arts and Crafts.

Reference yellowpages.com

Search Engines www.google.com Sites providing web search functionality

Sex Education www.sexeducationforum.org.uk Educational sites relating to sexual activity including reproduction, contraception and safe sex

Translation translate.google.com Sites which provide translation services, such as blocks of text or providing entire site translation

Weather www.weather.org Sites dedicated to weather information and forecasts

Malware and Hacking Hacking, warez and phishing sites, including sites containing information on how to bypass web filters

Hacking bishopfox.com Sites with the main theme of hacking/cracking, regardless of "white-hat" or "black-hat"

Internationalised
Domain Names xn--80ak6aa92e.com Domains that include non-ASCII characters which are translated to punycode

Malware and Phishing Sites hosting viruses, malware, adware, spyware or trojans

Peer-to-Peer www.1337x.to Peer-to-peer network sites

Piracy pirateproxy-bay.com Sites containing pirated copyrighted material for illegal download or streaming

Proxies and VPNs anonymousvpn.org Sites and services that allow users to gain access to content in any way that bypasses URL filtering or monitoring.

What's my IP services www.myip.com Sites and services which display your public IP address

People and Society Various inoffensive yet non-work-related sites

Body Art www.tattoos.com Sites which promote, sell, advertise or discuss any body modification such as piercing and tattoos.

Health and Wellbeing puregym.com Sites dedicated to health and fitness, gyms, fitness blogs, health sites

Home and Garden www.crocus.co.uk Sites dedicated to household DIY projects and gardening as a hobby, including sites which sell or review power-tools or gardening products

Job Search www.monster.com Sites for job search

http://www.lrb.co.uk
http://test.mysmoothwall.net/books
http://test.mysmoothwall.net/books
http://www.slashdot.org
http://test.mysmoothwall.net/computing
http://test.mysmoothwall.net/computing
http://test.mysmoothwall.net/computing
http://encyclopedia.com
http://test.mysmoothwall.net/dictionaries-and-encyclopedias
http://test.mysmoothwall.net/dictionaries-and-encyclopedias
http://test.mysmoothwall.net/dictionaries-and-encyclopedias
http://www.sparknotes.com
http://test.mysmoothwall.net/education
http://test.mysmoothwall.net/education
http://test.mysmoothwall.net/education
http://climatecooling.org
http://test.mysmoothwall.net/environment
http://test.mysmoothwall.net/environment
http://test.mysmoothwall.net/environment
http://images.google.co.uk
http://test.mysmoothwall.net/imagesearch
http://test.mysmoothwall.net/imagesearch
http://test.mysmoothwall.net/imagesearch
http://www.wikihow.com
http://test.mysmoothwall.net/instructional
http://test.mysmoothwall.net/instructional
http://test.mysmoothwall.net/instructional
http://google.com/maps
http://test.mysmoothwall.net/mapping
http://test.mysmoothwall.net/mapping
http://test.mysmoothwall.net/mapping
http://www.vam.ac.uk
http://test.mysmoothwall.net/museumsgalleries
http://test.mysmoothwall.net/museumsgalleries
http://test.mysmoothwall.net/museumsgalleries
http://www.bbc.co.uk/news
http://test.mysmoothwall.net/news
http://test.mysmoothwall.net/news
http://test.mysmoothwall.net/news
http://labour.org.uk
http://test.mysmoothwall.net/politics
http://test.mysmoothwall.net/politics
http://test.mysmoothwall.net/politics
http://lovecrafts.com
http://test.mysmoothwall.net/recreation-and-hobbies
http://test.mysmoothwall.net/recreation-and-hobbies
http://test.mysmoothwall.net/recreation-and-hobbies
http://yellowpages.com
http://test.mysmoothwall.net/reference
http://test.mysmoothwall.net/reference
http://test.mysmoothwall.net/reference
http://www.google.com
http://test.mysmoothwall.net/searchengines
http://test.mysmoothwall.net/searchengines
http://test.mysmoothwall.net/searchengines
http://www.sexeducationforum.org.uk
http://test.mysmoothwall.net/contraception
http://test.mysmoothwall.net/contraception
http://test.mysmoothwall.net/contraception
http://translate.google.com
http://test.mysmoothwall.net/translation
http://test.mysmoothwall.net/translation
http://test.mysmoothwall.net/translation
http://www.weather.org
http://test.mysmoothwall.net/weather
http://test.mysmoothwall.net/weather
http://test.mysmoothwall.net/weather
http://bishopfox.com
http://test.mysmoothwall.net/hacking
http://test.mysmoothwall.net/hacking
http://test.mysmoothwall.net/hacking
http://xn--80ak6aa92e.com
http://test.mysmoothwall.net/punycode
http://test.mysmoothwall.net/punycode
http://test.mysmoothwall.net/punycode
http://
http://test.mysmoothwall.net/malware
http://test.mysmoothwall.net/malware
http://test.mysmoothwall.net/malware
http://www.1337x.to
http://test.mysmoothwall.net/p2p
http://test.mysmoothwall.net/p2p
http://test.mysmoothwall.net/p2p
http://pirateproxy-bay.com
http://test.mysmoothwall.net/warez
http://test.mysmoothwall.net/warez
http://test.mysmoothwall.net/warez
http://anonymousvpn.org
http://test.mysmoothwall.net/proxies-vpns
http://test.mysmoothwall.net/proxies-vpns
http://test.mysmoothwall.net/proxies-vpns
http://www.myip.com
http://test.mysmoothwall.net/whats-my-ip
http://test.mysmoothwall.net/whats-my-ip
http://test.mysmoothwall.net/whats-my-ip
http://www.tattoos.com
http://test.mysmoothwall.net/bodymod
http://test.mysmoothwall.net/bodymod
http://test.mysmoothwall.net/bodymod
http://puregym.com
http://test.mysmoothwall.net/health
http://test.mysmoothwall.net/health
http://test.mysmoothwall.net/health
http://www.crocus.co.uk
http://test.mysmoothwall.net/gardening
http://test.mysmoothwall.net/gardening
http://test.mysmoothwall.net/gardening
http://www.monster.com
http://test.mysmoothwall.net/jobsearch
http://test.mysmoothwall.net/jobsearch
http://test.mysmoothwall.net/jobsearch
http://test.mysmoothwall.net/spirewall-application-occult


Occult wizardforums.com Mystical, supernatural, and pseudoscientific information, discussion, and resources.

Parenting and Baby www.mamasandpapas.com Sites providing information or products for parenting, pregnancy, babies and infants

Pets www.petsathome.com Sites selling or discussing pets or pet related goods

Real Estate www.realtor.com Sites that discuss, promote/market and provide information on renting, buying, or selling real estate or properties

Religion www.newchristian.com Sites where the main theme/content is religion

Social Sciences socialsciences.org.au Content involving People, Human culture, and Civilization. Includes information about local events and community organizations.

Toys www.thetoyshop.com Sites which promote, discuss and sell toys and games

Vehicles www.harley-davidson.com Sites which advertise, promote, discuss and offer information on vehicles and automobiles

Weddings www.weddingplanner.co.uk Sites discussing weddings or selling wedding related items or services

Shopping and Travel

Clothing and
Appearance www.tiffany.com Sites selling, promoting and discussing clothing, shoes, jewellery and fashion

Food and Dining www.snackworks.com Sites relating to food reviews, recipes, restaurants and catering

Shopping www.sainsburys.co.uk Sites where purchases can be made, of any kind

Travel www.nationalrail.co.uk Information or booking sites related to transportation such as trains, taxis, or airlines

Social Media and
Communication Social networking, dating and chat sites

Blogs www.blogspot.com Sites hosting blog content of any kind

Dating www.match.com Domains and URLs that provide dating and companionship services

Discussion Forums www.edugeek.net/forums Sites dedicated to discussion forums, e.g. phpBB

Messaging and
Conferencing www.trillian.im Sites which contain messenger clients and web-based messaging sites, as well as any form of Voice over IP based chat service

Social Networking www.facebook.com Social Networking sites

Web and Infrastructure Web infrastructure and miscellaneous domains.

Advertising propellerads.com Advert servers and advert URLs

Connect for
Chromebooks googleusercontent.com Domains and URLs used for Google's service Connect for Chromebooks

Content Delivery www.akamai.com Content Delivery Networks and supplementary infrastructure servers for various existing sites

DNS over HTTPS dns.google Subdomains/URLs used to facilitate the use of DNS over HTTPS

Email mail.google.com Sites dedicated to email/webmail

Fallback

File Sharing www.mega.io Sites that offer online file storage services on remote servers for backup or exchange purposes

Image Hosting:
Moderated www.photobucket.com Sites that provide image/gif hosting services that are vetted or controlled with a conditions of use policy or moderated by humans

Image Hosting:
Unmoderated www.imgur.com Sites that provide image/gif hosting services that include potentially pornographic or otherwise offensive content
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Internet Speed Tests www.speedtest.net Public web services used to measure the speed of an internet connection

Parked Domains sedoparking.com Inactive web domains "parked" by a registrar, advertiser or domain owner

Portals qq.com Website integrating diverse sources, emails, online forums, and search engines.

Remote Access Tools www.teamviewer.com Sites offering remote desktop and remote administration software tools

Safe Guard

Software cloudfront.net Domains and URLs used by common software packages.

Software Updates windowsupdate.microsoft.com Domains used to download software updates

SSL/CRL crl.verisign.com Support domains for SSL services including Certificate Authorities, Certificate Revocation Lists, OCSP and Extended Validation servers

Tracking amplitude.com Sites known to track visitor statistics for analytics and reporting purposes

URL Shortening bit.ly Sites which provide a URL shortening and/or making QR-Codes as well as forwarding / link service

Web hosting www.godaddy.com Sites which offer domain names and web hosting services
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